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Data Protection Impact Assessment

DPIA author: | Jason Stone
Initiative title: | DPIA for HealthVision Systems
Date completed: | 07/11/2019

Context

The Data Protection Impact Assessment is designed to ensure GDPR requirements are being
met as well as discover and resolve weaknesses in systems, software, data sharing, internal
processes and practices at HealthVision UK. This impact assessment tool will be used on an
ongoing basis. This tool will enable the company to detect non-compliant systems and the
potential for malpractice prior to implementation and resolve issues before they become
apparent. This in-turn will benefit staff, service users and help to ensure that HealthVision UK
meets GDPR requirements on an ongoing basis.
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Step One - Identify the need for a DPIA
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Screening question Yes/No
Does your initiative involve evaluating or scoring individuals (including profiling No
and predicting)?

Does your initiative involve automated decision-making that may have a Yes
significant effect on an individual?

Does your initiative involve systematic monitoring? Yes
Does your initiative involve the processing of sensitive personal data? Yes
Does your initiative involve processing personal data on a large scale? Yes
Does your initiative involve datasets that have been matched or combined? No
Does your initiative involve the personal data of vulnerable people? Yes
Does your initiative involve the use or application of innovative technological or Yes
organisational solutions?

Does your initiative involve the transfer of personal data outside of the European | No
Union?

Does your initiative prevent individuals from exercising a right or using a service No

or contract?

Based on the above information, it has been decided that a full DPIA [is/is not] required.
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Step Two — Describe the information flows

(1) HR

Staff File Creation — Stored in locked cabinet - Secure collection and digitisation —
returned by courier on encrypted drive - file upload to secure business cloud platform.

DBS Portal Access
(2) DIGITISATION

Client File Creation — Secure collection and digitisation — returned by courier on
encrypted drive — file upload to secure business cloud platform.

(3) FINANCE

Payroll data collated — Secure upload to Payroll Portal — Data published on secure
platform

(A) Invoice data collated & client data redacted (council contracts) — sent by email
(B) Invoice data collated - Sent by email

(C) Invoice data collated — Sent by Royal Mail

(4) COMMUNICATIONS

LG Office Phone System — Phone calls recorded on local communication server
GSuite Business facilities: Gmail, Drive, Calendar (internal only)

(5) ROSTER

30f12




.l‘ .
[Eey

3733 HEALTHVISION
‘i

Carefree hosted (UK based servers) — staff login to remote server to access data
RoadRunner — Mobile app used by care-staff to access roster and client information
(6) OFFICE NETWORK

Windows 2016 Server — Secure login controls, Data protection & monitoring splash
screen on logon, authorised devices only, enforcement of strong password, firewall and
Antivirus protection

PC’s — hold minimal data locally and primary point for upload and sharing of data e.g via
email.

WIFI — Separate WIFI access (non-network) for guest users and external devices.
Worker Laptops - External connections to data

(7) EXTERNAL COMPLIANCE & DATA SHARING

NHS Digital DSPToolkit - Compliance criteria met for data sharing

Carer Information Exchange — Compliance criteria met for data sharing
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Step Three — Identify and assess the privacy risks
Please tab to add more rows to the table if needed.
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Risk ID

Privacy risk

Impact

Likelihood

(1&2)

Sensitive information visible on screens

Privacy for staff violated

VERY LOW - Due to staff training and
understanding of data protection. Privacy
screen filters installed so information
cannot be easily viewed on screens.
Session Control: auto logout from
accounts.

Data loss: Paper File & Digitisation
process

Loss of carer/client file. Highly sensitive
data e.g risk of address and personal info
exposure. Possible identity theft.

VERY LOW - Paper files are audited and
locked in a secure cabinet. Cabinet key is
locked in a key safe. Digitising company
ClearData are complaint with strict data
privacy requirements and thus scan
documents for the NHS and Police.
Accreditations: 1ISO9001, 1SO27001, BS
10008:2014, BS10012, BS EN 15713 &
Cyber Essentials Plus. Data protection act
registered business, GDPR Compliant &
staff are DBS checked. Featured on CCS
RM1063 Postal Goods & Services
Framework as well as RM3781 for
Document Scanning Services. On the
NHS SBS Records Management Services
Framework. Returned on encrypted drive,
uploaded to the secure business cloud
with non-domain access denied and
security level access restrictions.

®3)

Sensitive data shared via email, portal
upload and Royal Mail

Highly sensitive data e.qg risk of address
and personal info exposure. Possible
identity theft. Risk of postal theft/insecure
email access.

VERY LOW - Payroll uploaded to a
secure GDPR compliant Portal. Staff
view payroll data in the portal, no data is
emailed or posted.
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VERY LOW - Council Invoices: Sent by
email with client and carer personal
information redacted.

LOW - CCG Invoices: sent by email with
client information redacted. Carer
names to be removed.

LOW - Private Invoices Posted. Contains
client name and address, client advised
that email is preferred and post is at own
risk. Carer name included (will be
changed to first name only), no call details
or reference to service provided.

LOW - Private Invoices emailed

VERY LOW - CCG invoices emailed,
client information redacted, carer names
removed.

(4) Risk of call recordings being stolen which | Loss of call recordings could result in the | VERY LOW - Calls are recorded on a
can contain highly sensitive data. Risk of | subject having personal details revealed server which sits outside the network and
loss of and theft of data from emails and such as bank details leading to identity each file is encrypted.
drive facilities. theft. Loss of emails and drive data could | VERY LOW - Drive files can only be

have an equally destructive impact. accessed by accounts registered on the
domain. These accounts are protected by
2 step verification, session control,
strong passwords and domain accounts
only have access to appropriate file
content per user. Only the system admin
has access to the call record server.

(5) Risk of disclosing addresses of vulnerable | Vulnerable people can be targeted by VERY LOW - Care staff access rosters

clients, key safe numbers, phone
numbers

criminals.

through a password protected app on a
password protected and locked down
phone. Each roster request requires a
password entry.

VERY LOW - Carefree rostering program
is a GDPR compliant rostering system
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with 2-step login criteria and data access
based on security level. All data is stored
on UK based encrypted servers.

(6)

The local network is a gateway to
accessing systems. Risk of hacking

The hacked network could potentially
leave user accounts vulnerable and data
could be accessed.

VERY LOW - The local server has the
Windows Server 2016 operating system,
has a firewall configured and additional
Anti-Virus software.

All PC’s are running Windows 10
Professional, are updated routinely and
have antivirus protection.

The office WIFI is protected with an
encrypted password and also has a Web
filter enabled protecting users.

All staff are trained to the NHS Data
protection Level 1 standard and are
aware of risks and how to keep data safe.
All PC’s require a domain account to
login. In the very unlikley event of a
network breach no information is stored
locally on the server or office PC’s and
accounts have strict levels of protection.

()

Failure to meet these standards would
risk our working relationship with the NHS
Trusts and CIE program

Impact would include expulsion from
developmental projects and NHS data
sharing platforms

VERY LOW - All systems were reviewed
and extensive work carried out to meet all
security criteria. HealthVision exceeds the
required level of security measures
required.
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Step Four - Identify and approve controls
Please tab to add more rows to the table if needed.
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Risk ID | Control(s) identified Expected result Approved by
(2) Staff training to improve understanding of data protection, Staff understand how to keep | IT & Systems manager
Privacy screen filters so information cannot be easily viewed on | data safe and handle it
screens. Session Control: auto logout from accounts. appropriately. Data on PC
screens is exposed to the
employee only. Accounts if left
open will close automatically
preventing access.
2) Paper files are audited and locked in a secure cabinet. Key is Files and respective data is IT & Systems manager
locked in a secure key safe with an incognito label. Digitising secure from unauthorised
company ClearData are complaint with strict data privacy access and theft. The files are
requirements and thus scan documents for the NHS and Police. | secure from their creation
Accreditations: 1ISO9001, ISO27001, BS 10008:2014, BS10012, | throughout their transition to
BS EN 15713 & Cyber Essentials Plus. Data protection act the digital platform.
registered business, GDPR Compliant & staff are DBS checked.
Featured on CCS RM1063 Postal Goods & Services Framework
as well as RM3781 for Document Scanning Services. On the
NHS SBS Records Management Services Framework. Returned
on encrypted drive, uploaded to the secure business cloud with
non-domain access denied and security level access
restrictions.
3) Payroll uploaded to a secure GDPR compliant Portal. Staff view | The possibility of payroll data IT & Systems manager
payroll data in the secure portal, no email or posted data. being compromised is minimal.
Invoices: vast majority are sent by email with client and carer Should an invoice be viewed
personal information redacted. Working towards 100% of by an unauthorised party it will
invoices having redacted names with no references to services not state that it is for care
provided Target April 2020. services (thus showing adult is
vulnerable) nor will it provide
names of staff attending visits.
(4) Calls are recorded on a server which sits outside the network Accounts are protected by high | IT & Systems manager

and each file is encrypted.

level security protocols
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Drive files can only be accessed by accounts registered on the
domain. These accounts are protected by 2 step verification (if
both username and password is known a 3rd party would still
need a code to access), session control, strong passwords and
domain accounts only have access to appropriate file content
per user.

keeping data safe even if a
password is compromised. In a
compromise instance the IT is
sent an alert of the event and
an appropriate response is
taken.

(5)

Care staff access rosters through a password protected app on
a password protected and locked down phone. Each roster
request requires a password entry. App is GDPR complaint, no
data is stored on the phone locally. The phone pin is different to
their unique roster password.

Carefree rostering program is a GDPR compliant rostering
systems with a 2-step login criteria and user data access based
on security level. All data is stored on UK based encrypted
servers. Carefree: different passwords for each of the 2 login
stages) data is protected from unauthorised parties.

User accounts and thus data
held on the rostering system is
protected from unauthorised
access

IT & Systems manager

(6)

The local server has the Windows Server 2016 operating
system, has a firewall configured and additional Anti-Virus
software.

All PC’s are running Windows 10 Professional, are updated
routinely and have antivirus protection.

The office WIFI is protected with an encrypted password and
also has a Web filter enabled protecting users.

All staff are trained to the NHS Data protection Level 1 standard
and are aware of risks and how to keep data safe.

All PC’s require a domain account to login. In the very unlikely
event of a network breach no information is stored locally on the
server or office PC’s and accounts have strict levels of
protection.

Staff training alongside
rigorous internal security
measures ensure that
accounts and data is kept safe.

IT & Systems manager

()

All systems are reviewed each quarter and extensive work has
been carried out to ensure all security criteria are met for the
NHS DSPToolkit and CIE. HealthVision exceeds the required
level of security measures required.

Ongoing system reviews and
DPIA’s for new facilities will
ensure compliance.

IT & Systems manager
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Step Five — Assign responsibility for implementing controls
Please tab to add more rows to the table if needed.
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Risk ID | Control(s) Responsible officer Deadline for Completion
implementation date

(1) Implement privacy screen filters and session control on accounts | IT & Systems manager 23rd July 2019 23rd July 2019

2) Ensure HR lock away sensitive data and cleardata have relevant | IT & Systems manager 23rd July 2019 23rd July 2019
accreditations to hold and scan data.

3) Ensure all invoice formats have client and carer names redacted | IT & Systems manager 01 April 2020 TBC
+ no reference to services. reduce posting

(4) Employ 2-step verification for GSuite accounts, review security IT & Systems manager 23rd July 2019 23rd July 2019
level access for users

(5) Ensure all carer phones are upgraded and lockdown is effective IT & Systems manager 01 April 2020 TBC

(6) Review server security settings. Ensure staff complete Data IT & Systems manager 01 December 2019 | TBC
Protection Level 1 Training

(7 DSPToolkit compliance IT & Systems manager 23rd July 2019 23rd July 2019

Step Six — Reassess and accept the risks
Please tab to add more rows to the table if needed.

data and cleardata have
relevant accreditations to hold
and scan data.

appropriate. Cleardata hold all
required accreditation to
undertake scanning

Risk ID | Privacy risk Impact after control Likelihood after control Risk accepted by

)} Implement privacy screen Filters are effective and Risk of data theft from screen IT & Systems manager
filters and session control on session control works as viewing or unattended PC is
accounts intended greatly reduced

2) Ensure HR lock away sensitive | HR procedures are Risk is negligible. IT & Systems manager

3)
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(4) Employ 2-step verification for All users have the correct level | Risk of data loss & theft is IT & Systems manager
GSuite accounts, review of system and data access. 2 greatly reducted.
security level access for users | Step verification makes logging
in longer but protects data from
theft
(5)
(6)
(7 DSPToolkit compliance We can now work with the N/A IT & Systems manager

NHS and share digital data

11 of 12




St

,.,_6':,; HEALTHVISION
ot”

Consultation

The conduct of this Data Protection Impact Assessment has involved the following consultation:

- NHS Data Protection guidelines

- Care Information Exchange documentation

- Managing Director Chris Doherty

- GEEX IT Support

- Cloud Solutions UK - Google cloud specialists
- Carefree Group

- .GOV website guide to GDPR

Contact for raising additional privacy concerns

Name: | Jason Stone

Job title: | IT & Systems Manager

Email address: | jason.stone@healthvisionuk.com | Telephone: | 02073722895
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