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Healthvision UK have invested in top of the range systems in order to provide an efficient, secure
and high-quality service. Security of data is taken very seriously and considerable efforts have been
made to protect the data and privacy of staff and service users. The protocols and processes listed
below are mandatory and are in place to ensure system integrity, protection of data and compliance
with GDPR.

HealthVision UK Internal Systems

Office Server: The local server has the Windows Server 2016 operating system, has a firewall
configured and additional up-to-date Anti-Virus software. Updated Anti-Virus platform installed.

Office PC’s: All PC’s are running Windows 10 Professional, are updated routinely and are protected
by an additional antivirus.

Office Router Filter: The office WIFI is protected with an encrypted password and runs through a
Draytek Router, which also has a Web filter enabled protecting users from malicious web content.
The web filter blocks access to suspicious websites, inappropriate websites and social media
websites.

Chrome Safe-Browsing: Google’s Safe Browsing is also enabled on office PC’s, further protecting the
users and network. Chrome extensions are by default disabled barring pre-approved whitelisted

extensions.

Gmail: Comprehensive use of the integrated spam filter, flagging system and email blacklisting allow
office inboxes to stay safe and reduces the risk of being exposed to viruses, spam and phishing.

Admin Rights & Core System Access: Only the Systems Manager has administrator rights.
Office Dual WIFI: HealthVision have 2x WIFI routers, 1x connected to the domain and 1x external to

the domain.

External Devices & System Connections

HealthVision have a cloud hosted solution allowing staff to access work accounts remotely. This is
part of a modern flexible business model. There are strict security protocols in place for every
element of system access as explained within this policy. Unless security requirements are satisfied,
the user cannot gain access to facilities. The system administrator is notified of suspicious logins and
failed attempts. A complete lockout can be employed for users.
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Carer Phones: Care staff are issued with mobile phones which are securely locked down using IBM
software. This prevents staff from downloading and installing apps, using a web browser and
accessing emails. USB tethering is limited to ‘charge only.” Staff can only use approved software.
These limitations are designed to prevent viruses and unauthorised use of and data extraction from
the mobile phones.

Care Supervisor Laptops: These laptops have a greater level of security than the office PC’s as they
are used in the field. These are checked and kept up to date routinely to ensure compliance with
internal security protocols.

Care Supervisor Mobile Phone: Android security pin required to gain access to the phone. Full
access to android facilities allowed. Supervisors can gain access to email and Carefree using their
phones. As always, the security protocols must be satisfied for access.

Staff Laptops/PC - Home: Work laptops and phones are not issued to Coordinators. Our Out of
Hours system allow staff to work from home. Laptops & PC’s used to connect to Healthvision

systems must satisfy security requirements.

Staff Mobile Devices (personal): Android and Apple devices are capable of logging into Carefree and
email systems should security protocols be satisfied.

HealthVision’s business accounts are highly secure. Every effort is made to keep data secure and
limit access only to those who need access and have the appropriate security clearance.

Business Google Accounts

Strong Passwords: Healthvision UK account holders are required to input a strong password.

2-Step Verification: HealthVision UK employs a 2 step verification security protocol. This prevents
3rd parties from accessing business accounts even if they have acquired both the username and
password.

Session Control: HealthVision UK has deployed session control over business accounts. Auto logout
is set to ensure staff who may leave PC's open have their data protected.

Hosted File Access: Staff & Client files are hosted in protected folders on the business cloud
platform. The folders are locked down and can only be accessed by members of the HealthVision
domain who have been given explicit access rights.

File Sharing: HealthVision staff cannot share hosted files and folders with third parties or accounts
outside of the business domain.

Digital Vault: All HealthVision domain hosted drives have their data protected by a digital Vault as
standard. This means that data cannot be deleted, ensuring no loss of data. Data can be removed
from view and can be made inaccessible to users, but the company will always retain it (up to the 5
year archiving requirement).

E-Discovery: E-Discovery allows for powerful searching of relevant data through the company’s
Drives and email accounts. The data is viable to be used in a court of law as evidence.
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Administrator Alerts & Response: The System Administrator receives security and service error
reports to allow quick response to issues. Should a user be demonstrating unusual activity then the
administrator can block access to all systems. The following actions can be taken:

- User licence can be suspended

- Carefree licence can be suspended

- Passwords reset

- Access level restrictions can be implemented

GDPR: HealthVision UK opted-in to the Data Processing Amendment & EU Model Contract Clauses
with Google. This restricts the movement of data from the EU to non-EU countries that do not meet
the EU’s “adequacy” standard for privacy protection

Google has issued a commitment to GDPR compliance across G Suite and Google Cloud Platform
services. The built-in robust privacy and security protections in G-Suite facilities assist compliance.
HealthVision has implemented 2-step verification as well as the requirement for a strong password.
Data controllers are required to use only data processors that provide sufficient guarantees to
implement appropriate technical and organizational measures in such a manner that processing will
meet the requirements of the GDPR.

Rostering Program & Electronic Monitoring

Carefree: HealthVision UK uses the Carefree Rostering Program. This program hosts client and carer
data, so security of data is critical. Carefree host the database on a locked down high specification
server based in the UK. In order to access the database each member of staff has a specific licence
assigned to them. They each have a unique username and password. Staff are instructed not to
share their login credentials with anyone. Strong passwords are mandatory.

A secondary licence login for Carefree is required with a unique password. Once this is completed a
third login is required to directly access the account, these credentials are different from the licence
and log the user into their rostering account — for which HealthVision set permissions determined by
role and responsibilities.

Mobile app RoadRunner: The Care staff use RoadRunner on their phones which accesses their roster
and client care package information. To access this program the carer needs to enter their unique
username and password. To view the roster and client data the password is required again. There is
an auto logout after 2 minutes of inactivity. So, if the phone is lost or stolen, a third party cannot
gain access to sensitive information.

CM2000: This software is used by Hounslow and Out of Hours colleagues to monitor call attendance
by care staff. This data is securely stored in the CM2000. The data transferred includes reference
numbers and time values, no personal details.

Carer Portal: This is a secure login area for carers to view their employment data. It prevents the
requirement for rosters with sensitive data and wagesheets to be sent by email. Each carer has
unique login credentials and can only access their own data.
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GDPR: Rosters will no longer sent via email and instead be accessible through the RoadRunner app
and carer portal. This protects both client and employee data. No data is stored on the phone nor it
the app accessible if the phone is stolen due to the security features outlined above. Carefree offer a
GDPR data clean so if care staff request not to be identified on the Carefree system, certain data can
be blanked out from view.

Digital Payslips
SGW Paydashboard facility replacing emailed & paper payslips. This is in accordance with GDPR
requirements. Each employee has unique login credentials to view their finance account.

Summary

HealthVision UK’s systems operate with high levels of security in order to protect data and privacy of
staff and service users. The use of the business cloud platform allows HealthVision to implement the
highest levels of security in line with the modernisation of services and processes. HealthVision
strives for greater efficiencies and cost savings coupled with an increase in tools available to staff
and services available to service users.

Through the security and data storage and use protocols outlined above, HealthVision UK is
compliant with GDPR requirements. Data is stringently protected and is only available to those who
need to view it. User access credentials are tailored and specific to a user’s work requirements and
level.
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